Enrollment No: Exam Seat No:

C.U.SHAH UNIVERSITY

Summer Examination-2017

Subject Name : Computer Security
Subject Code : 2TEO5CSE1 Branch: Diploma(CE)
Semester : 5 Date : 22/03/2017 Time : 02:30 To 05:30 Marks : 70

Instructions:
(1) Use of Programmable calculator & any other electronic instrument is prohibited.
(2) Instructions written on main answer book are strictly to be obeyed.
(3) Draw neat diagrams and figures (if necessary) at right places.
(4) Assume suitable data if needed.

Attempt the following questions: (14)

a) What is the full form of IDS?
a) Insider detection systems
b) Intrusion deciding systems
c) Intrusion detection systems
d) Intrusion detection setup
b) is a technique in which a system security mechanism is bypassed
undetectably to access a computer or its data.
a) Backdoor
b) Bypass
c) Trojan Horse
d) Worm
c) A attempts to learn or make use of information from the system
but does not affect system resources.
a) Massive Attack
b) Passive Attack
c) Positive Attack
d) Active Attack
d An attempts to alter system resources or affect their operation.
a) Massive Attack
b) Passive Attack
c) Positive Attack
d) Active Attack
e) is a techniques to look over someone's shoulder, to get information.
a) Person Surfing
b) Shoulder See
c) Shoulder Surfing
d) Person See
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What is the full form of HIDS?

a) Host Intrusion detection systems

b) Home Intrusion detection systems

c) Host Inside detection systems

d) Home Inside detection systems

A is a dedicated hardware, or software or a combination of both, which
inspects network traffic passing through it, and denies or permits passage based
on a set of rules.

a) Domainwall

b) Hardwall

c) Softwall

d) Firewall

What is the full form of PPTP?

a) Person-to-Person Protocol

b) Point-to-Point Protocol

¢) Point-to-Person Protocol

d) Person-to-Point Protocol

Cryptanalysis is used

a) to find some insecurity in a cryptographic scheme

b) to increase the speed

c) to encrypt the data

d) none of the mentioned

A way of verifying both the sender of information and the integrity of a message
is through the use of

a) Public key encryption.

b) Digital signatures.

c) Private key encryption.

d) Digital certificates.

Keys that are bits long cannot be cracked by brute-force means within a
reasonable period of time.

a) 128

b) 28

c) 64

d) 56

is a software that collects information from a computer and

transmits it to another system.

a) Spyware

b) Hardware

¢) Firmware

d) Software

Which of the following is not a biometric device?
a) Face Scanner

b) Finger Scanner

c) ID Scanner

d) Retina Scanner

One security protocol for the email system is
a) IPSec

b) SSL

c) PGP

d) None of the above
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Attempt any four questions from Q-2 to Q-8

Q-2 Attempt all questions (14)
a) Explain Dumpster diving in detail.
b) Explain Centralize and Decentralize Infrastructure.
Q-3 Attempt all questions (14)
a) What is information security? Explain security attacks.
b) Explain model for network security.
Q-4 Attempt all questions (14)
a) Draw and Explain Symmetric Encryption model.
b) List substitution techniques and explain any one.
Q-5 Attempt all questions (14)
a) Explain man in the middle attack.
b) Explain Phishing Attack in detail
Q-6 Attempt all questions (14)
a) Write a note on Virtual Private Network.
b) Explain Asymmetric encryption with Example.
Q-7 Attempt all questions (14)
a) What is Virus? Explain Different Types of Virus.
b) Write a note on SQL Injection.
Q-8 Attempt all questions (14)
a) Explain SSL.
b) Explain IP Security.
Q-1 Attempt the following questions: (14)
3) DS o Y3 olid Wl
a) Insider detection systems b) Intrusion deciding systems
c) Intrusion detection systems d) Intrusion detection setup
b) csolls 1l Remoll Yet ue@ o o 531 s1eR
AUl Aoll 52l ol HoaalHl 4 B,
a) Backdoor b) Bypass
¢) Trojan Horse d) Worm
c) selelloll Yol 53 O wcl QM ol GUlaL 52 B uel
Aol TA o AU 5 otell.
a) Massive Attack b) Passive Attack
c) Positive Attack d) Active Attack
d) Rized oll A clecll 2¥ ugal Aol sl U wUR 52 D,
a) Massive Attack b) Passive Attack
c) Positive Attack d) Active Attack
€) As dsolls sl1Sell wew wRell Wil Roatal 1k Gualal
A .
a) Person Surfing b) Shoulder See
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¢) Shoulder Surfing d) Person See

HIDS of Y3 oltd 1Ul?

a) Host Intrusion detection systems b) Home Intrusion detection systems
c) Host Inside detection systems d) Home Inside detection systems

UAHA sL8AR, AseAR ¥ ¢l AU B ¥ B Aol HIAl AR Ul

Azt oll 2U%s UR ol%2 AW B Aal ol oll UR UR Aol Uclled(l

W B AUl s3] 513 D.

a) Domainwall b) Hardwall

c) Softwall d) Firewall

PPTP of Y3 ollid u(Ul?

a) Person-to-Person Protocol b) Point-to-Point Protocol
¢) Point-to-Person Protocol d) Person-to-Point Protocol

ZreAAQARU 2l HIZ duRjA B?

a) to find some insecurity in a cryptographic scheme
b) to increase the speed

c) to encrypt the data

d) none of the mentioned

A HsEollR Aol e ofl 3yElcl AstUA HIR Y AU B?

a) Public key encryption. b) Digital signatures.
c) Private key encryption. d) Digital certificates.

(@2 ¥ Aotell cioll 5l A e Sl wes &l AR qm ouou

dlscll Yk .
a) 128 b) 28
c) 64 d) 56

As ALAR B ¥ ¥ As 5122 Al WAl Aol 52 © ua

U QU A AR 52 D,

a) Spyware b) Hardware
¢) Firmware d) Software

(Aol s cllDARs GusWl otell?

a) Face Scanner b) Finger Scanner
¢) ID Scanner d) Retina Scanner

SAA Rieuoll Yrau U Yasid B,

a) IPSec b) SSL

c) PGP d) None of the above
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Attempt any four questions from Q-2 to Q-8

Q-2

Q-3

Q-4

Q-5

Q-6

Q-7

Q-8

a)
b)

a)
b)

a)
b)

a)
b)

a)
b)

a)
b)

a)
b)

Attempt all questions
SUR SIe(dol uxestAl.

A2ALB Aol SIAZALB%Y BolslResU AHSLA,

Attempt all questions

Sogalol AxYRI] 9 B2 AsyREl wes UMl

R ECEIRE S ELRITEL RN

Attempt all questions

RuARS WetBuUalet HIAH ElZlA AHA.
ARyt 2solls ol ALE]L tlollcl wal 5185 uRL A5 AU

Attempt all questions
Not gol s WSs UM

(5(QloL wes AU,
Attempt all questions

aud Ysde azas GuR gsollu cull.
ARHRs Vet(sualet Gelsml WA UHLAL

Attempt all questions

ABU Y B? B oll YEL YEL USIR AHXA.

SQL 8%elol GUR 25l cul.
Attempt all questions
SSL AHA,

IP AsyREl AU

(14)

(14)

(14)

(14)

(14)

(14)

(14)
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