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Enrollment No: _______________________         Exam Seat No:_______________________ 

C.U.SHAH UNIVERSITY 
Summer Examination-2017 

 

Subject Name : Computer Security 
 

Subject Code : 2TE05CSE1    Branch: Diploma(CE) 

    

Semester : 5        Date : 22/03/2017   Time : 02:30 To 05:30   Marks : 70 

 

Instructions: 

(1) Use of Programmable calculator & any other electronic instrument is prohibited. 
(2) Instructions written on main answer book are strictly to be obeyed. 
(3) Draw neat diagrams and figures (if necessary) at right places. 
(4) Assume suitable data if needed. 

 
Q-1  Attempt the following questions: 

 
(14)  

 a)  What is the full form of IDS? 

a) Insider detection systems 

b) Intrusion deciding systems 

c) Intrusion detection systems 

d) Intrusion detection setup 

 

 b)  ___________ is a technique in which a system security mechanism is bypassed 

undetectably to access a computer or its data. 

a) Backdoor 

b) Bypass 

c) Trojan Horse 

d) Worm 

 

 c)  A ____________ attempts to learn or make use of information from the system 

but does not affect system resources. 

a) Massive Attack 

b) Passive Attack 

c) Positive Attack 

d) Active Attack 

 

 d)  An __________  attempts to alter system resources or affect their operation. 

a) Massive Attack 

b) Passive Attack 

c) Positive Attack 

d) Active Attack 

 

 e)  ___________ is a techniques to look over someone's shoulder, to get information. 

a) Person Surfing 

b) Shoulder See 

c) Shoulder Surfing 

d) Person See 
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 f)  What is the full form of HIDS? 

a) Host Intrusion detection systems  

b) Home Intrusion detection systems 

c) Host Inside detection systems 

d) Home Inside detection systems 

 

 g)  A ________ is a dedicated hardware, or software or a combination of both, which 

inspects network traffic passing through it, and denies or permits passage based 

on a set of rules. 

a) Domainwall 

b) Hardwall 

c) Softwall 

d) Firewall 

 

 h)  What is the full form of PPTP? 

a) Person-to-Person Protocol 

b) Point-to-Point Protocol 

c) Point-to-Person Protocol 

d) Person-to-Point Protocol 

 

 i)  Cryptanalysis is used 

a) to find some insecurity in a cryptographic scheme 

b) to increase the speed 

c) to encrypt the data 

d) none of the mentioned 

 

 j)  A way of verifying both the sender of information and the integrity of a message 

is through the use of   

a) Public key encryption. 

b) Digital signatures. 

c) Private key encryption. 

d) Digital certificates. 

 

 k)  Keys that are _____ bits long cannot be cracked by brute-force means within a 

reasonable period of time.  

a) 128 

b) 28 

c) 64 

d) 56 

 

 l)  ____________ is a software that collects information from a computer and 

transmits it to another system. 

a) Spyware  

b) Hardware 

c) Firmware 

d) Software 

 

 m)  Which of the following is not a biometric device? 

a) Face Scanner 

b) Finger Scanner 

c) ID Scanner 

d) Retina Scanner 

 

 n)  One security protocol for the email system is __________ 

a) IPSec 

b) SSL 

c) PGP 

d) None of the above 
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Attempt any four questions from Q-2 to Q-8 

Q-2  Attempt all questions (14) 

 a) Explain Dumpster diving in detail.  

 b) Explain Centralize and Decentralize Infrastructure.  

Q-3  Attempt all questions (14) 

 a) What is information security? Explain security attacks.  

 b) Explain model for network security.  

Q-4  Attempt all questions (14) 

 a) Draw and Explain Symmetric Encryption model.  

 b) List substitution techniques and explain any one.  

Q-5  Attempt all questions (14) 

 a) Explain man in the middle attack.  

 b) Explain Phishing Attack in detail  

Q-6  Attempt all questions (14) 

 a) Write a note on Virtual Private Network.  

 b) Explain Asymmetric encryption with Example.  

Q-7  Attempt all questions (14) 

 a) What is Virus? Explain Different Types of Virus.  

 b) Write a note on SQL Injection.  

Q-8  Attempt all questions (14) 

 a) Explain SSL.  

 b) Explain IP Security.  

 

 

Q-1  Attempt the following questions: 

 
(14)  

 a)  IDS ન ુપરુૂ નાભ આ઩ો 
a) Insider detection systems                b) Intrusion deciding systems 

c) Intrusion detection systems             d) Intrusion detection setup 

 

 b)  ___________ તકનીક ભા સિસ્ટભની સયુક્ષા ઩ધ્ધસત ને ફામ઩ાિ કયી કંપ્યટૂય 
અથલા તેના ડેટા ને ભે઱લલાભા આલે છે. 

a) Backdoor                                        b) Bypass 

c) Trojan Horse                                  d) Worm 

 

 c)  ____________ જાણલાનો પ્રમત્ન કયે છે અથલા સિસ્ટભ નો ઉ઩મોગ કયે છે ઩ણ 
તેના સ્ત્રોતો ને અિય કયત ુનથી. 
a) Massive Attack                               b) Passive Attack 

c) Positive Attack                               d) Active Attack 

 

 d)  ___________ સિસ્ટભ ના સ્રોતો ફદરી ળકે અથલા તેભની કાભગીયી ઩ય અિય કયે છે. 
a) Massive Attack                              b) Passive Attack 

c) Positive Attack                              d) Active Attack 

 

 e)  ___________ એક તકનીક કોઈની ખબા ઩યથી ભાહિતી ભે઱લલા ભાટે ઉ઩મોગ 

થામ છે. 
a) Person Surfing                               b) Shoulder See 
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c) Shoulder Surfing                            d) Person See 

 f)  HIDS ન ુપરુૂ નાભ આ઩ો? 

a) Host Intrusion detection systems                b) Home Intrusion detection systems 

c) Host Inside detection systems                     d) Home Inside detection systems 

 

 g)  ________ િભસ઩િત િાડડલેય, િૉફ્ટલેય કે ફનેં બેગા છે કે જે તેના ભાથી ઩િાય થતા 
નેટલકડ ના ટ્રાહપક ઩ય નજય યાખે છે અને નીમભો ના આધાય ઩ય તેને ઩યલાનગી 
આ઩ે છે અથલા નકાયી કાઢે છે. 

a) Domainwall                                    b) Hardwall 

c) Softwall                                          d) Firewall 

 

 h)  PPTP ન ુપરુૂ નાભ આ઩ો? 

a) Person-to-Person Protocol              b) Point-to-Point Protocol 

c) Point-to-Person Protocol                 d) Person-to-Point Protocol 

 

 i)  હિપ્ટઍનૅલરસિિ ળા ભાટે લ઩યામ છે? 

a) to find some insecurity in a cryptographic scheme 

b) to increase the speed 

c) to encrypt the data 

d) none of the mentioned 

 

 j)  િદેંળો ભોકરનાય અને િદેંળા ની િમ્પણૂડતા ચકાિલા ભાટે શ ુલ઩યામ છે?   

a) Public key encryption.                     b) Digital signatures. 

c) Private key encryption.                    d) Digital certificates. 

 

 k)  _____ લફટ કે તેનાથી રાફંી કી ને બ્રટૂ પોિડ અટૅક થી સનસિત િભમ ગા઱ાભા 
તોડલી મશુ્કેર છે. 

a) 128                        b) 28 

c) 64                          d) 56 

 

 l)  ____________ એક િોફ્ટલેય છે કે જે એક કમ્પ્યટૂય થી ભાહિતી બેગી કયે છે અને 
અન્મ સિસ્ટભ ને ઩િાય કયે છે. 
a) Spyware                       b) Hardware  

c) Firmware                     d) Software 

 

 m)  નીચેનાભાથી ક્ય ુફામોભેહટ્રક ઉ઩કયણ નથી? 

a) Face Scanner               b) Finger Scanner 

c) ID Scanner                  d) Retina Scanner 

 

 n)  __________ ઈભેર સિસ્ટભની સયુક્ષા ભાટેનો પ્રોટોકૉર છે. 

a) IPSec                            b) SSL 

c) PGP                              d) None of the above 
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Attempt any four questions from Q-2 to Q-8 

Q-2  Attempt all questions (14) 

 a) ડ઩ંસ્ટય ડાઇસલંગ િભજાલો.  

 b) િંટ્રરાઇજ઼ અને ડીિંટ્રરાઇજ઼ ઇનફ્રાસ્ટ્રક્ચય િભજાલો.  

Q-3  Attempt all questions (14) 

 a) ઇન્પભેળન િેક્યહૂયટી શ ુછે? િેક્યહૂયટી અટૅક િભજાલો.  

 b) નેટલકડ િેક્યહૂયટી ભાટેન ુભોડેર િભજાલો.  

Q-4  Attempt all questions (14) 

 a) સિમ્ભેહટ્રક ઍનહિ઩ળન ભોડેર દોયીને િભજાલો.  

 b) િબ્સ્સ્ટટયળૂન ટેક્નીક ની માદી ફનાલો અને કોઈ ઩ણ ઍક િભજાલો.  

Q-5  Attempt all questions (14) 

 a) ભેન ઇન સભડ્ર અટૅક િભજાલો.  

 b) હપસળંગ અટૅક િભજાલો.  

Q-6  Attempt all questions (14) 

 a) લર્ુડમર પ્રાઇલેટ નેટલકડ ઉ઩ય ટુકનંધ રખો.  

 b) ઍસિભીહટ્રક ઍનહિ઩ળન ઉદાિયણ િાથે િભજાલો.  

Q-7  Attempt all questions (14) 

 a) લાઇયિ શ ુછે? લાઇયિ ના જુદા જુદા પ્રકાય િભજાલો.  

 b) SQL ઇંજેક્ષન ઉ઩ય ટુકનંધ રખો.  

Q-8  Attempt all questions (14) 

 a) SSL િભજાલો.  

 b) IP િેક્યહૂયટી િભજાલો.  

 


